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- the positive contribution of human operators
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Overview

 Why recovery?

 Modelling recovery behaviour
— failures, consequences and recovery
— actions involved in recovery
* Recovery, near misses and reporting systems
— learning about recovery from near misses
— reporting biases
— analysing recovery root causes
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Why recovery?

 Not all failures can be foreseen

* Even foreseen failures can not always be prevented
— measures impossible
— measures not cost-effective
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Failures, consequences and recovery
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Actions involved In recovery
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Taking a closer look

e detection

o explanation:

— definition of problem

— Identification of causes
e countermeasures:

— stabilization

— mitigation

— temporary correction

— permanent correction
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Recovery process In incident causation model
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Examples of recovery scenarios

e Simple:  More complex:

e.g. case with defect in

e.g. case where field _ _
signal transmitter for flow

operator forgets product

sample indicatc_)r o

. (detection — stabilization
(detection — permanent — definition of problem —
correction) investigation of causes —

temporary correction —
permanent correction)
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Learning about recovery from near misses

e near miss reports lack recovery information
e near miss = failure + recovery

o failure root cause database - preventive
measures

* recovery root cause database - recovery
promotion
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Recovery promotion

 detection: observabllity
e explanation: traceability
e countermeasures: reversibility
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Reporting biases

e Possible reasons?
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Reporting biases
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Overcoming reporting biases

e management has to convince operators of the value
of successful recoveries of all types of errors

 human operators as the strong link in the chain!

e top-down and bottom-up approach to near miss
reporting system design
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Analysing recovery root causes (1)
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Analysing root causes (2)
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Conclusions

* Reporting and analysing recovery is valuable

e Recovery promotion can be supported by proper
system design

» Lessons for other high-risk domains

Q-
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